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This PCR provides changes for Key Issue #11.3: User control of security
1. Introduction
The goal of this PCR is to add substance the use case Key Issue #11.3: User control of security, expand associated security threats, and bring to the surface new set of potential requirements.
2. PCR
****************** Begin Change *******************

5.11.3.3
Key Issue #11.3: User control of security

5.11.3.3.1
Key issue details

Assuming that a user (and a UE) comes to aware of some of security capability of access networks or services, whether such information is provided by networks or services, or the UE derives it from other procedures, the user (or the UE) may need to control the security to its preference. For this assumption to work, there has to be a secure mechanism to expose security capabilities of access networks or services.
5.11.3.3.2
Security threats 

Although a user is aware of security level, if the access network or service selection is based on the other factors than security, the user (and a UE) might have no choice but to use less secure ones. Attackers could make use of this, and lead users (and UEs) to less secure situations. This will make more secure services or access networks unavailable to UEs.

Attackers could try bid-down attack in the middle of network and a UE, to lead to use least secure parameters.
The absence of a secure mechanism to expose security capabilities of access networks or services can enable such a bid down attack.
5.11.3.3.3

Potential security requirements

Editor's Note: In email discussion it was noted that any mechanism like this should be designed carefully, to minimise the risk of accidental connection failures. It is for further study how this concern should be captured in e.g. a Note in this section.

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whethere the requested security is achieved or not.
· NextGen system shall be able to securely provide UE’s with an indication of the security  capabilities of a network. e.g. security capabilities (or levels of security) of access networks or services.
Editor’s note: It needs to be checked if requirements are overlapped with S3-160830

******************* End Change ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
[image: image1.png]



